The Privacy-Related Challenges Facing Medical Research in an Era of Big Data Analytics: A Critical Analysis of Australian Legal and Regulatory Frameworks.
This article examines the Australian approach to handling the complex privacy issues raised by Big Data analytics in health research. It analyses the privacy challenges posed by Big Data analytics and considers the privacy-related issues pertaining to the secondary use of health data for research purposes. It also examines the Australian regulatory regimes governing secondary uses of health data for research purposes contained in privacy legislation and human research guidelines, and includes a critique of a new criminal offence for re-identification of de-identified datasets proposed by the Australian Government. The article concludes with suggestions for a reform process that enables responsible research into big health data while properly addressing the protection of privacy and confidentiality of such data.